AHHOTALIS JUCITATITAHEI

«OcHOBBI HHPOPMALIMOHHON O€30MACHOCTH »

Hucuumiraa «OcHOBbI MH(OPMAIIMOHHOW O€30MacHOCTU » SIBJISIETCS
4acThIO MporpamMmbl crenuanuteta «Pa3paboTka U skcryaTanus HEQTAHBIX U
razoBbeix MectopoxaeHuii (CYOC)» no nanpaieHuto «21.05.06 Hedrerazossie
TEXHHUKA U TEXHOJIOTUIY.

Hean u 3a1a4u U CHUNINHBI

[enr - wu3yyeHHe MPUHLMUIOB oOecrneuyeHuss MHGOPMALUOHHOU
0e30macHOCTH ®  3alUThl  WHQOpMAIMU, TOAXOJIOB K aHalu3y yrpos
0e3omacHOCTH HMHGOPMALMOHHBIX CUCTEM H OCBOEHHE KOMIETEHLUMH s
pelIeHUs OCHOBHBIX 3aj1ay 3alluThl HHGOpManuu B H”HOOPMAIIMOHHBIX CHCTEMaX
3ajmaud AUCUUIUIMHBI. - HM3YYEHHE OCHOBHBIX IOJIOKEHUHW TOCYyIapCTBEHHOMN
MOJUTUKHU B 00J1acTU oOecrieueHuss nHpopMalnoHHON 6e3onacHocTu Poccuiickoit
denepauuy, OCHOBHBIX MOHATUM B 00JacTH 3amIUThl  HHGOPMALUU U
METOJI0JIOTUYECKUX TPUHIIMIIOB CO3JaHUS CHUCTEM 3alluThl HHPOPMAIUU;, -
M3y4yeHHE BHUIOB 3alluiiaeMod uHPoOpMauuu, Yrpo3 HMHGOOPMaLMOHHOU
0€30MacHOCTH, CYNIHOCTH M Pa3sHOBUIHOCTEH WHPOPMAIMOHHOTO OPYXKHUS,
METOJIOB U CPENCTB BeleHHs MH(GOPMALUOHHBIX BOWH; - U3YyYEHHE METOJO0B U
cpeacTB obecriedeHus HHHOPMAIIMOHHONW 0€30MMaCHOCTH KOMIBIOTEPHBIX CUCTEM,
MEXaHU3MOB 3allUThl WHpOpManuu, GOpPMaTbHBIX MOJeNel 0e30MacHOCTH,
KpUTEPUEB  OLEHKM  3allMIIEHHOCTH U  obecrnedyeHuss  OE€30MaCHOCTH
aBTOMAaTHU3UPOBAHHBIX CHUCTEM; - MPUOOpETEHHE YMEHHUI B moa0dope W aHaiu3e
nokaszarelield KauyecTBa U KPUTEPHEB OIEHKU CUCTEM 0E€30MacHOCTH, OTACITbHBIX
METOJZIOB U CPENICTB 3alUThl MHPOPMAIUU; - MPUOOPETEHHE HABBIKOB aHaIU3a
MHPOPMALIMOHHON HHQPPACTPYKTYpbl C TOUKHM 3pEHUS HHPOPMALMOHHOMN
0e30MacHOCTH, NoAOOpa HOPMATUBHBIX M METOJAMYECKUX MAaTepHaloB IO
BOIIPOCAM 3aIUTHl HHOOPMAIIUH. .

N3ydyaemblie 00beKTHI U CITHTIIHHBI

- OCHOBHBIC IOHATHS, OOMEMETOAOJOTHUCCKHE IPUHIMIBI TEOPHH
HH(POPMAITMOHHOW 0€30TaCHOCTH; - OCHOBBI TOCYJapCTBEHHOW MH(POPMAIIMOHHOMN
MOJUTUKKA TI0 oOecmedeHuro  Oe3omacHocTH  wHpopMaruu  Poccwuiickoi
denepanuu; - BHAB HHPOPMAIMU OTPAHWYEHHOTO JIOCTYIMA; - YTPO3BI
O0e3zonmacHOCTH WH(pOPMANMU W  YSI3BUMOCTH WH(POPMAITMOHHBIX CHUCTEM; -
nH(pOpMaIMOHHBIE BOWHBI M WH(OPMAIIMOHHOE OPYKHE; - METOJbl HapyIICHUS
KOH(DUACHIIMATBLHOCTH, IEJIOCTHOCTH U JOCTYITHOCTH WH(OpPMAIWMH; - TMPUYUHEI,
BHJIbl KaHAJIBl YTEUYKH HHPOPMAIUMKM W HECAHKIIMOHHMPOBAHHOTO JOCTyMa; -
dbopmanbHbIe MOJIeNTH 6€30NaCHOCTH UH()OPMAIIMH; - YPOBHH U CEPBUCHI 3aIUTHI
nH(popManuu; - CocoObl U CPEACTBA 3aIIUTHI HHPOPMAIINH; - KPUTEPUU OIICHKH
3aIHAIICHHOCTH HWH(POPMAITMOHHBIX CHUCTEM; - OCHOBBI OpPTaHHU3AlMH 3alIUTHI
WHpOPMALMH Ha MPEANPHATHIX HEQTETa30BOT0 KOMILJIEKCA. .



O0beM 1 BUIbI yueOHOI padoThI

Pacnipenenenue
N Bcero M0 CEMeCTpaM B Hacax
Bun yueOHO# paboThI
4acoB Howmep cemectpa
8

1. [IpoBeaeHue yueOHBIX 3aHATUH (BKITIOYAs
MpOBe/ie-HNE TEKYIEr0 KOHTPOJIS YCIIEBAEMOCTH) 45 45
B (hopme:
1.1. KoHTakTHas ayquropHas paboTa, U3 HHUX:

- nexruw (JI) 18 18

- 1abopatopHble paboTsl (JIP)

- IPAKTUYECKUE 3aHATHUS, CEMUHAPDI U (WITH) ’5 75
Npyrue BUJbI 3aHsITHI cemuHapckoro tuma (I13)

- KOHTpOJIb camocTositensHoi padoTsl (KCP) 2 2

- KOHTpPOJIbHAs paboTa
1.2. CamoctositenbHas padora ctyaentoB (CPC) 63 63
2. [IpomexxyTouHas arrecTamnus

DK3aMeH

Juddepenmpoannbiii 3a4eT

3auer 9 9

Kypcogoii mpoexT (KII)

Kypcoas pabora (KP)
OO0mas TpyTI0eMKOCTh JTUCITUTUIAHBI 108 108

Kparkoe conepxanue 1M CUUININHBI
O0pem
OOBeM ay TUTOPHBIX BHEAYAUTOPHBIX

HaumenoBanue pasaciioB JUCHUILIMHBI C KPAaTKUM

3aHATHHU 10 BUIIAM B yacax

COJICpIKaHUEM S
a1 | gp | m3 CPC
8-11 cemecTp
OCHOBHBIE ITOHATHUS U 00IIIEMETOIOJIOTHUECKHE 2 2 7

[PUHIMITEI TECOPUH HH)OPMAIIMOHHOM
0e30I1acHOCTH

VICTOYHWKY MOHATHI B 001acTH HHPOPMAITMOHHOM
6e3omacHocTH. OCHOBHBIC TIOHSATHUS
MH(QOPMAIIMOHHON 0€301aCHOCTH:
TOKyMEHTUpOBaHHasi HH(popMarlusi, 0€30MacHOCTb
nH(pOopMaIK, KOHPUACHINATHHOCTD,
[IEIOCTHOCTh, JOCTYITHOCTh MH(POPMAIIUH, 3aIIUTa
WH(OPMAIUH, CHCTEMA 3l ThI HHPOPMAITUH.
OO01eMeTOA0IOTHYeCKUE IPHHIUIIBI TEOPUH
WHGOPMAITMOHHOW 0€301TaCHOCTH

3aHATHH 110 BUAAM




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHIATUH 110 BUIAM
B yacax

J

JIP

I13

CPC

[TonsTHE M BHU/IBI 3aIIKIIaeMOl HH(OpMaIn

2

0

2

7

[ToHsiTHE M CYIIHOCTH 3aIUIIaeMoil nHopMaIuy.
[IpaBa u o0s3aHHOCTH 00JIaAaTENIS HHDOPMAIUH.
Bubl 3anuniaemMoi nHGOpMaIu:
rocyJapCTBEHHAsI TaifHa, CITy)KeOHas TaiHa,
npodeccruoHanpHas TaliHa, KOMMepUYecKasl TaiHa,
MepcoHalbHbIe aHHble. [lepedeHn cBeeHMI
KOH(QHUICHIIMATBHOTO XapakTepa. [lonsTue
WHTEIUICKTYaIbHONH COOCTBEHHOCTH U
0COOCHHOCTH €€ 3aIIHTHI

Nudopmarnmonnas 6€30mMacHOCTh U
WH(OPMAIIMOHHOE IPOTUBOOOPCTBO

CyObeKThl HH(POPMAITMOHHOTO MPOTHBOOOPCTBA.
L{enu nHMOPMAITMOHHOTO TPOTUBOOOPCTBA.
CocraBHbIE YaCTU ¥ METO/BI HH(POPMALIMOHHOTO
npotuBobopcTBa. HpopMalmoHHoe opyxue, ero
KJIaccu(UKays U BO3MOKHOCTH. OCHOBHBIE
HarpasyieHHsI oOecriedeHnst HH)OPMaIIMOHHOM
6e3omacHOCTH 00BEKTOB MH(POPMAIIMOHHOH chephl
rocyJapcTBa B YCIOBHUIX HH()OPMAIIMOHHOM
BoitHBI. IH(OpManimoHHas BoitHa Kak crioco0
BO3/ICHCTBHS HA HH(POPMALIMOHHBIE CHCTEMBI
Pa3IMYHOTO HA3HAYEHHS U OOBEKTHl KPUTHUECKOU
WHPOPMAMOHHON HH(PACTPYKTYPHI
NpeAnpUsITHil He(hTEera30BOro KOMILIEKCa

[TonsiTue M BUIBI yTpo3 UH(POPMALIMOHHOMN
0€e30MacHOCTH

[TonsiTHE Yrpo3bl HHPOPMAILITOHHOMH
6e3onacHoctu. DakTop, BO3ACHUCTBYIOMINN Ha
3anuinaeMyo napopmanuio. Turmbl
nectabunusupyromux paxropos. Knaccuduxanus
W BHJIBI YTPO3 HH()OPMAIIMOHHOM O€30MacHOCTH.
BHyTpeHHUE 1 BHEITHHE UCTOYHUKH YTPO3
WH(POPMAITMOHHOW 0€30MMaCHOCTH. YTPO3bl YTCUKH
WHGOPMAITNH U YTPO3bl HECAHKIIMOHUPOBAHHOTO
noctyna. OCHOBHBIE 3JIEMEHTHI KaHaa
peanu3anuu yrpo3sl 0€30MacHOCTH HH(POPMAIUH.
VY s13BUMOCTH MH(OPMAITMOHHBIX CUCTEM U MOJIEIb
HapyIHuTes. YTpo3bl 6€30MacHOCTH HHPOpMALUU
00BEKTOB KPUTHUECKON HHPACTPYKTYPHI
NpeAnpHUsITH He(hTEera30BOro KOMILIEKCa

YPOBHU M CEpBUCHI 3aIMTHI UH()OpPMALIUU B
MH(POPMAIIMOHHBIX CHCTEMaX

EnunHble KpuTepun 6e30MacHOCTH
WH(GOPMAIIMOHHBIX TEXHOJIOTHIA.




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHIATUH 110 BUIAM
B yacax

J

JIP

I13

CPC

3aKOHOIaTeIbHBIN, aIMUHUCTPATUBHBIN,
MPOIEAYPHBIN YPOBHU HHPOPMAITMOHHON
6e3omacHoctu. CoaepkaHre CEpPBUCOB
0€30I1acCHOCTH MPOTrPAMMHO-TEXHHUUECKOTO
ypoBHs. Unentuduxanms u ayreHTUPHUKALMS,
YIIpaBJICHUE JOCTYIIOM M aBTOPU3ALINS,
MPOTOKOJIMpOBaHue U ayauT. Kpunrorpagus ans
CepBUCOB 0E30MACHOCTH: MU(PPOBAHUE U
KOHTPOJIb [IEJIOCTHOCTH. DKpaHUpOBaHue. AHAIN3
3anuieHHocT. O0ecrieueHne TOCTYTHOCTH.
TyHHenupoBaHue. YpaBieHUE.

Crioco0bl M cpesicTBa 3alUThl HHYOpMaLUU

OO011as xapakTepuCTHKa CIIOCOOOB U CPEICTB
3amuThl HHGOopMaruu. [IpaBoBasi, TeXHUYECKas,
kpunrorpadudeckas, pusndeckas 3amura
nHpopMmary. OpraHu3amoHHO-TTPABOBEIE,
TEXHUYECKUE W KPUNTOTpahUIeCKre METOIbI
obOecrieueHrs MHOOPMAITMOHHON 0€30TaCHOCTH.
[IporpamMmmHO-anmapaTHbIE CpeACcTBa 00ecreueHus
nH(popMaionHoii 6e3onacnoctu, DLP, SIEM-
cuctembl, SOC-ueHTpbl. KoMIuiekcHble perienus B
oOecreueHny 3auThl HHPopMaIuu 00BEKTOB
HeTEera3oBoOro KOMILIEKca

[TpaBoBas 3ammra nHpOpPMALUU Ha 00BEKTAX
NpeAnpHUsITHil He(hTEera30BOro KOMILIEKCa

[loHsATHE U CTPYKTYpa IPAaBOBOM 3aILUTHI
nHpopmaru. OCHOBHBIE MEX/TyHAPOIHBIE HOPMBI
W BHYTPUTOCYIapCTBEHHBIC HOPMATUBHO-
MPaBOBBIC JOKYMEHTHI B 001aCTH 00eCTICUeHUs
WH(POPMAITMOHHOM OE30ITaCHOCTH.
OTBETCTBEHHOCTH 32 HApYyIICHHE
3aKOHOJIATEIBCTBA B MH(OPMAIIMOHHOU cdepe.
OCHOBHBIC aJ]MUHUCTPATUBHBIC PETIIAMEHTBI 110
obOecrieueHr0 MHPOPMAITMOHHONW O€301TaCHOCTH
00BEKTOB HH(OPMATU3AIUH TTPEANPHUITUN
He(Tera30BOro KOMILIEKca

Opranu3arys 3amuThl THPOPMAITMH Ha 00BEKTaxX
nHpOpMaTH3aIuN He(hTEra30BOro KOMIUIEKca

CyIIHOCTb OpraHU3allMOHHBIX MEP 3aILUTHI
uHpopmMarun. OpraHu3aiys OXpaHbl U peXUMa.
Opranusanys paboThl ¢ IEPCOHANIOM B CUCTEME
3amuThl HHGopMau. Opranusanus paboTsl C
nokyMeHTamu. [oHATHA ynpaBieHus
nH(OpMaLMOHHOM 6e30macHOCThI0. OpraHu3anus
3alIUThl IEPCOHAIBHBIX JAHHBIX U 00BEKTOB
KPUTUYIECKON NHPOPMALTMOHHON




HanmeHoBaHue pa3aeioB TUCIUILTHHBI C KPATKAM
cofiepKaHuEeM

O06beM ayTUTOPHBIX

3aHATHH I10 BHUJaM B 4acax

O0BeM
BHEAyIUTOPHBIX
3aHIATUH 110 BUIAM
B yacax

J

JIP

I13

CPC

MHPPACTPYKTYPHI

OCHOBBI TOCYJapCTBEHHOW MOJIUTHUKHU U YIPO3bI
6e3onacHoctu Poccuiickoit denepanuu B
nH()OpMaIMOHHOH cdepe

OCHOBHBIE COCTaBIISIOLINE HALIMOHATIBHBIX
nHTepecoB Poccuiickoit denepannu B uH-
dbopmarmonHoii chepe. MapopmarmonHas
6e3omacHocTh Poccniickoit @eneparin. MaTEpecs
TMYHOCTH B MHGpOpMaIoHHoH chepe. MaTepecs
oOmiecTBa B mHGOpMaIMoHHoi chepe. MHaTepecs
rocynapcTsa B nHGopMamoHHoi chepe. Buas
yrpo3 HH(HOPMAITMOHHOM 6€30MacHOCTH
Poccuiickoit @enepanuu. UcTouHUKM yrpo3
nH(pOpMaIMOHHOM Oe3omacHocT Poccuiickoit
®enepanuy. BHENTHUE UCTOYHUKH YTPO3.
BHyTpeHHHE ncTOYHUKH yrpo3. HanpasiieHns
obecrniedyeHust THPOPMAITMOHHON 06€30MTacCHOCTH
rocynapcrsa. ObecredeHne peruoHalIbHON
nH(popMaIMoHHOoM 6e3omacHocTu. [Ipodaembl
oOecneyeHns: HHGOPMAIIMOHHOM Oe30macHOCTH
00BEKTOB KPUTHUECKON HHPPACTPYKTYPHI

NTOI'O no 8-my cemectpy

18

25

63

NTOI'O no nuciuiuinge

18

25

63




